--
-'-—-

ORACLE DATABASE VAULT

AND TDE

Security issue - Oracle Database Vault and tablespace TDE not enough for hiding data from database
aaaaaaaaaaaaaa



T

|\

e

RA=600

Environment description

OS - Oracle Linux Server release 6.3
* Database — Oracle Database 11.2.0.3 EE with Database Vault and Transparent Data
Encryption

Experiment details

| want to prove, that ODV and TDE for tablespaces can be not enough for securing sensitive data
from sysdba. In my example | will use HR schema and EMPLOYEES table for presentation purposes —
let’s assume that my sensitive data are, for example, phone numbers of employees. I've created a
realm that protects whole HR schema, so SYSDBA has no access to it.

t line 2:
31: insufficient privileges

Additionally tablespace in which EMPLOYEES table resides is encrypted, so accessing datafile directly
is useless.

s.encrypted

My Oracle Database is using AMM

SQL> sho parameters memory_target

NAME

When I’'m using AMM on Linux, memory is represented by files on /dev/shm device, which can be
checked by ipcs and Isof commands
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Now let’s issue SELECT statement on EMPLOYEES table as HR user from SQLDeveloper tool.
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Worksheet Query Builder
1/ select *
2| from employees;

[ Query Result *

& 5 ) B saL | AllRows Fetched: 107 in 0,079 seconds

B empLOYEEID[E FIRST_NAME [ LAST_NAME [@ eman |8 proNE_NUMBER ¥ HIRE_DATE [@ soBD g s

1 198 Donald OConnell DOCONNEL 650.507.9833 07/06/21 SH CLERK 2
2 199 Douglas Grant DGRANT 650.507.9844 08/01/13 SH CLERK 2
3 200 Jennifer Whalen JWHALEN 515.123.4444 03/09/17 AD ASST 4
4 201Michael Hartstein MHARTSTE515.123.5555 04/02/17 MK MAN 13
5 202 Pat Fay PFAY 603.123.6666 05/08/17MK REP 6
6 203 Susan Mavris SMAVRIS 515.123.7777 2/06/07 HR REP 6
7 204 Hermann Baer HBAER 515.123.8888 2/06/07 PR REP 10
s 205Shelley Higgins SHIGGINS 515.123.8080 2/06/07 AC MGR 12
9 206William Gietz WGIETZ 515.123.8181 2/06/07 AC ACCOUNT 8
10 100Steven King SKING 515.123.4567 3/06/17 AD PRES 24
1 101 Neena Kochhar NKOCHHAR 515.123.4568 5/09/21AD VP 17
12 102 Lex De Haan LDEHAAN 515.123.4569 1/01/13AD VP 17
13 103Alexander Hunold AHUNOLD 590.423.4567 06/01/03 IT PROG 9
14 104 Bruce Ernst BERNST 590.423.4568 07/05/21IT PROG 6
15 105David Austin DAUSTIN 590.423.4569 05/06/25IT PROG 4

After this query we should have blocks from EMPLOYEES segment copied into buffer cache — now lets
see what we can do with it at OS level without any special privileges.
tail -10

AB-9]{3}%. [0-9] {3}

Y. [0-9]1{43%" |

sort | uniqg |

le@rico

shm] $

Looks familiar? ©

Conclusion

When Oracle database is using AMM on Linux (memory_target parameter) ODV and encrypted
tablespace is not enough for keeping sensitive data hidden from database administrator — if he
knows what he is looking for...



