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ORACLE	  DATABASE	  VAULT	  
AND	  TDE	  

Security	  issue	  -‐	  Oracle	  Database	  Vault	  and	  tablespace	  TDE	  not	  enough	  for	  hiding	  data	  from	  database	  
administrators	  
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Environment	  description	  	  
• OS	  -‐	  Oracle	  Linux	  Server	  release	  6.3	  
• Database	   –	   Oracle	   Database	   11.2.0.3	   EE	   with	   Database	   Vault	   and	   Transparent	   Data	  

Encryption	  

Experiment	  details	  
I	  want	   to	   prove,	   that	  ODV	   and	   TDE	   for	   tablespaces	   can	   be	   not	   enough	   for	   securing	   sensitive	   data	  
from	  sysdba.	  In	  my	  example	  I	  will	  use	  HR	  schema	  and	  EMPLOYEES	  table	  for	  presentation	  purposes	  –	  
let’s	  assume	  that	  my	  sensitive	  data	  are,	   for	  example,	  phone	  numbers	  of	  employees.	   I’ve	  created	  a	  
realm	  that	  protects	  whole	  HR	  schema,	  so	  SYSDBA	  has	  no	  access	  to	  it.	  

	  

Additionally	  tablespace	  in	  which	  EMPLOYEES	  table	  resides	  is	  encrypted,	  so	  accessing	  datafile	  directly	  
is	  useless.	  	  

	  

	  

My	  Oracle	  Database	  is	  using	  AMM	  

	  

When	   I’m	  using	  AMM	  on	  Linux,	  memory	   is	   represented	  by	   files	  on	  /dev/shm	  device,	  which	  can	  be	  
checked	  by	  ipcs	  and	  lsof	  commands	  
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Now	  let’s	  issue	  SELECT	  statement	  on	  EMPLOYEES	  table	  as	  HR	  user	  from	  SQLDeveloper	  tool.	  	  
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After	  this	  query	  we	  should	  have	  blocks	  from	  EMPLOYEES	  segment	  copied	  into	  buffer	  cache	  –	  now	  lets	  
see	  what	  we	  can	  do	  with	  it	  at	  OS	  level	  without	  any	  special	  privileges.	  

	  

Looks	  familiar?	  	  

Conclusion	  
When	   Oracle	   database	   is	   using	   AMM	   on	   Linux	   (memory_target	   parameter)	   ODV	   and	   encrypted	  
tablespace	   is	   not	   enough	   for	   keeping	   sensitive	   data	   hidden	   from	   database	   administrator	   –	   if	   he	  
knows	  what	  he	  is	  looking	  for…	  	  


